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ABSTRACT

In recent advances of Wireless Sensor Networks (W$&keg given rise to many application
areas in daily life. Reliability plays a key role iretperformance of any large-scale WSNs application.
WSNs reliability must consider several design factaig, coverage, connectivity, lifetime, etc.
However, connectivity remains the most fundamental faespecially in a large scale harsh
environment. It is based on finding minimum paths or spanniegsirneed a less memory and
computational time. In this paper, we explore the probléenameration of these minimum paths that

can be suitable method further evaluation of reliabilipMéSNs.
KEYWORDS: Wireless sensor networks, Spanning trees enumeratiabhal@eliability Evaluation
INTRODUCTION

As the cost and size of sensor devices are decreasingifaapplication areas of wireless sensor
networks have also expanded rapidly. Wireless sensor detiaecan be used to actively monitor human
activities have garnered great research interest imtrgears. Demand of wearable wireless devices has
been on the rise recently. The major application domdan2] are home and office, control and
automation, logistics and transportation, environmemiahitoring, healthcare, security and surveillance,
tourism and leisure, education and training and entemtin Typical possible application scenarios may
include digitally equipped homes, manufacturing processtororg, vehicle tracking and detection, and

monitoring inventory control.

But before the WSN revolution can truly take places tritical that communication among these
smart sensors be reliable and dependable. Any networ§eoatdoss of transmitted data can decrease the
users trust on the system. With the growing dependencthefinformation and communication
technology on wireless networks, network reliability dsees one of the important metric for the
successful design, planning and deployment of WSN. The degrekidb WSN is able to provide the
required services needs to be quantitatively assessedfibjngleproper measurable quantities. These
measurable quantities are called the network reliabilggsures. The typical network reliability problem
is to calculate the probability that an all set of noolek set of nodes can send or receive data with each

other for a given period of time in certain environmeataditions.
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Wilkov [3] first suggested the evaluation of overaliwark reliability by using the concepts of
terminal pair reliability, i.e.,by finding all possibmths between each of the n (n-1)/2 node pairs. Fratta
and Montanari [4] also proposed an approximate method leasgelcomposition technique for all-
terminal reliability assessment, but these methodsrgrecticable for real time communication sensor
networks. Considering links failure probabilities and usingdjacency/connection matrix, Jain and
Gopal [5] proposed a method for evaluation of all-terfmiel@ability for complex systems. Hardy et. al.
[6] suggested a binary decision diagram based approaoslifdrility evaluation. Using spanning trees
and SDP concept with disjoint grouping approach is onkeeofibod ways of evaluating reliability
measures can be found in Chaturvedi and Misra [7]. AboElFeitadl. [8] performed a factoring
algorithm for WSNs based on algebraic connectivity grajie other factoring algorithms, it essentially
has exponential complexity. Too many redundant computationsiSomorphic sub-networks make this

algorithm less efficient.

Reference [9, 10] gives different taxonomy to clgssfensor networks according to
communication functions, data delivery models, and nétwlgnamics. It proposes that communication
within WSN can be conceptually classified into two categs: application and infrastructure. Application
communication relates to the transfer of sensed dadatathe phenomenon whereas infrastructure
communication relates to the delivery of configuratéod maintenance data which includes the several
design factors, viz. coverage, connectivity, lifetire&g. In this paper, we present a connectivity based
reliability measures for only static sensor networ&san initial phase of infrastructure communication is
needed to set up the network. Furthermore, if the seasersnergy-constrained, there will be additional

communication for reconfiguration.
PROBLEM STATEMENT

In this paper, we consider the problem of modeling, enuinaraf spanning trees and evaluating the
connectivity oriented reliability of WSNs. We define téSN reliability as the probability that exist an
operating communication path between the sink node, anebst déne operational sensor in a target
cluster. Due to unique features of WSNs, the reliab#tyaluation of WSN faces a combination of
challenges that are not common to the traditional nesv@&veral factors contribute to the difficulty of

WSN reliability measures and evaluation;

» Wireless sensor nodes are generally densely deployeaonf@exity of the reliability evaluation
increases sharply as the number of nodes increase® torder of hundreds of nodes [11].
Therefore traditional approaches cannot directly apply/&N.

» The topology of WSN can change due to the duty cyclesadgnt of power-constrained sensor
nodes. Sensor nodes are scheduled to sleep provided thernhtiining set of active nodes can still
maintain the required sensing coverage and network cowityecti

e There are different approaches suggested in the litetatwave reliability evaluation problems

involving exact analytical calculation, lower and upper bownrdtruction, and simulation.
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To perform exact analytical reliability analysis oth WSNs in order to make the problem of computing

probabilistic connectedness there are following majarrapsions in our analysis:

e The first assumption is related with statistical indelegce of edge failures. The assumption,
edge failures are statistically independent, impliesttie@probability of a link being operational is
not dependent on the states of the other links in theorletWhe inherent assumption here is that

the link failures are caused by random events which aifelimks individually.

» The second assumption is that the perfectly reliablemage, their probability of failure is almost
zero or insignificant. Much of the development in the afeaetwork reliability measurement is

presented under the assumption of perfectly relialdeso

PROPOSED ALGORITHM

The algorithm has been implemented in the JAVA. Foreeadbenefit, each step of the algorithm has
been illustrated with suitable example. The proposed #igorhas been implemented in two sections.
First section of the algorithm defines the initialieat part and rest of the section implies the

connectedness of the network. Finally the Step# 8 gesvall spanning tree for g-reliability evaluation.

Abbreviations And Acronyms

G reliability graph

g sub-graph

\Y set of vertices

E set of edge

S source node

IT111] incidence matrix of reliability graph
Alll] adjacency matrix of sub-graph

STATUS[] vector for storing visited node

Algorithms

Step # 1 [Initialize] Label all the node of communication netk from 1 to N and all the link from 1 to

M, where N is the number of node and M is the number bfatween the nodes.
Step # 2:Represent the network with incidence matrix .

Step #3:Generate all possible combination of link MCN-1 witHLMnk out of M link.
Step # 4:Repeat step #5 to step# 7 until the link combinationdishipty.

Step # 5: Create the sub graph by taking the entire node (N) addtedN-1 link from reading link

combination list.
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Step # 6:Generate an adjacency matrix A corresponding to sub-graph.
Step# 7: Call Graph_connectivity (g (V, E), s), apply to thd graph.

a) for allnode v do

/* Check the status of all node in Sub graph*/
if (STATUS[v]=3) then Store the sub graph as Spanning tree and Gepg 4

b) Elsereject this combination of link (Sub graph). Gestep# 4.

c) End ofstep # 4loop
Step# 8:Display all spanning tree generated in step #7 (a).
Step # 9:Exit.
Procedure graph_connectivity (g (V, E), s)

The graph_connectivity is a sub-algorithm which is used to check the connégtofia sub graph.
This algorithm visit all the node of sub graph and sttre visited status in data structure array,
STATUS]]. If thegraph_connectivity ( ) visited all the node of the graph, Graph is connecteeraise
graph is disconnected.

The general idea behind this algorithm beginning at asbaie A is as follows. First we examine the
starting node A. Then we examine each node v along a pathidA begins at A; that is, we process a
neighbor of A, then a neighbor of a neighbor of A, aadn. After coming to a “dead end” that is, to the
end of path P, we backtrack on P until we can contimmegadnother path P’ and so on. A field STATUS

is used to tell us the current status of a node.

During the execution of our algorithms, each node v ofilEbe in one of three states, called the

status of v, as follows:

STATUS [v; ] «<1: (Ready stat¢ The initial state of the node N.

STATUS [v] «2: (Waiting state) The node is in stack, waiting to be processed.
STATUS [v] «<3: (Processed state.Jhe Node v has been processed.

Step #1:Initialize all the node to ready state [STATUSp]

Step #2:call Push(STACK, s) ;

[* push() used to insert the vertex on the top of thekstasere STACK [1,-- n] be an array

implementation of stack, s is the starting vertex/*
SetSTATUS[s] «2;
Step # 3: Whilestack is not empty

Step # 4. callPop(STACK, v)
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/* Remove the top node of stack an become visited node N *
setSTATUS [v]«<3; /* visited node*/
Step #5:for each neighbor of processed node v

a) Iif(STATUS [next node]= 1)
[*ready Sate of the node*/
then call PUSH(STACK, v) ;
/* insert the adjacent node of N to the top of the stack*/

SetSTATUS|v] 2 ; [*waiting Sate*/

b) If (STATUS [next node]= 2)
Call Pop( STACK, top) ;
[*delete the current node from the stack*/
SetSTATUS [v] < 3;
call PUSH(STACK, v) /*Insert the Adjacent node of v which have STATUSV] «1*/

c) If STATUS[next node]= 3 processed state, ignore the vertex.
END for
END while
Step # 6:END graph connectivity
Push() and Pop()

Let STACK[1:n] be an array implementation of stack #éopl be a variable recording the current top of
stack position. top is initialized to 0. v is the nadde pushed in to the stack. n is the maximum capacity
of the stack.

Procedure PUSH (STACK, v)
Step #1: if(top= n) then stack is full;
Step#2: elsg top—top+1;
Step#3: STACK[}op] «v; } [* store node a top element of stack*/
Step #4: ENDPUSH
Procedure POP ( STACK , item)
Step#l: if (top==0) then Stack is empty;
Step#2 . elsd item=STACK]top];
Step#3: top« top-1,

Step#4: EndPOP
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ILLUSTRATION OF PROPOSED ALGORITHMS

Consider a 6-node, 9-link network with its adjacencyrimahown in Figure 3. The step by step

enumeration of spanning trees and their correspondingelegetors are explain in the following steps:

Step#1 Label all the node and branches in anyampinanner

Figure 3: A six node nine link mesh network

Step # 2 Construct the incidence matrix for the ggpbkhown in Figure 2 and find the minimum degree

node.

1 /o0000O0O0TO0O 1 1
2 /10110000 0
=3 100110110 04
4 /000 1100 1 1
5 /0000011 0 1
6 [1 10000 0 0 0

Step # 3Generate the combination of branches (combination §awvih branches)

Combiati
1. 1 2 3 6 7
2. 1 356 7
3. 1 2 3 47
4, 1 3 4 5 7
5, 3 6 7 8 9

Step# 4Repeat the Step#5 to Step# 7 until the combinatiois kshpty.

Step# 5 & Step#6Create the sub graph by reading the combination fromcdinebination list and
represent the sub graph by Adjacency Matrix

Example (a) Consider the combinatidh 2, 5, 6, 8 and its corresponding adjacent matrix is given below
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O r P OO B
O O L O o o

O O O k O
O O O O O B
R O O Fr O O
O O O O O

Step#7:Graph_connectivity (g (V, E), s),

a) Initially Stack is empty and i.e initial state of theode is ‘1’ means node are ready to process.
STACK=®, top—0, STATUS[]=1{1,1,1,1,1,1}

b) Push the node ‘1’ to the stack and increase thee\lu
top by 1. i.e top-top+1 and STATUS [14-2
STACK:1 top-1 STATUS[] ={2,1,1,1,1,1}

O———O
c) POP the node ‘1’ from the stack and decrease the top bytbp=0 by top=top-1 and STATUS[1]
«—2 and then push on to stack all the neighbors of ‘1’(ttlesehave Status-1) and increase the

top of the stack
SET the STATUS [2}-2 and STATUS [3}-2

STACK: 2, 3 top-2 STATUS[]={3,2, 2, 1,1}

d) Pop the top node ‘3’ from the stack and decrease the tdpiley top—1 by top—top-1 and set

STATUS [3]=3 and then push on stack to all the neighbors ¢fh@e that have status=1) and

~

change the status of neighbor node of
‘3". The neighboring node of node 3

3 —(
is ‘4’ and ‘5’ and increase the top of the stack by-topp+1
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SET STATUS [4}-2 and STATUS [5}—2
STACK: 2,4,5 top-3 STATUS[]— {3,2, 3,2, 2,1}

e) Pop the top node ‘5’ from stack addcrease top by 1 i.e. tof2 by top—top-1 and set STATUS [5]
<3 and then push all neighbor of ‘5’ (those that have statysbutfl in this case there is no

neighboring node of ‘5’ who have status 1.

Now STACK: 2, 4, top-2 STATUS[]={3,2, 3, 2, 3, 1}

f) Now Pop the top node ‘4’ from the stack and decrease tob it top—1 by top—top-1 and set
STATUS [4] <3.Then push the neighbors node of ‘4’ (those that have status =lheighbor node
of ‘4’ is ‘6’ and increase the top by 1 i.e. tefpop+1 STATUS [6}— 2

STACK: 2, 6, top-2 STATUS[1={3,2,3,3, 3, 2}.
g) Now Pop the top node ‘6’ from the stack and decreas¢othdy 1 i.e. top=1 by top=top-1 set
STATUS[6]=3 of the node from 2 to 3 and push the neighbor not&(tifose that have status 1)

but there is no neighboring node of ‘6’

Now STACK: 2, top-1 STATUS[]={3, 2, 3, 3, 3, 3}

h) Pop the top node ‘2’ from the stack and decrease the top.&yttép—0 by top—top-1 Set STATUS
[2] <3 and push the neighbor node of ‘2’ (those that have statust iere is no neighboring node

of ‘6’ who have status 1.

STACK:® top—0 STATUS[]={3,3,3,3,3,3}

STACK is now empty and every node in STATUS [] is 3.
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Step 7(a):Store the sub graph as a Spanning tree

Example (b) Consider the combination 1, 2, 3, 5, 6 and its correspondijagemt matrix is given

below:

and its corresponding adjacent matrix

1 /01 1 0 0 0
2 /1 01 00 0
A=3 |1 1 0 1 1 0
4 |0 0100 1
5 |0 01 00 0
6 [0 00 0 0 O

Step#7: Graph_connectivity (g (V, E), S)

a) Initially Stack is empty and i.e initial state tiet node is ‘1’ means node are ready to process.
STACK=®, top—0, STATUS[]={1,1,1,1,1, 1}
b) Push the node ‘1’ to the stack and increase thaeval top by 1. i.e toptop+1 and Status[}}-2

STACK: 1 top-1 STATUS[] ={2,1,1,1,1,1}
POP the node ‘1’ from the stack and decrease théydl i.e. top=0 by top=top-1 and STATUSEH2

and then push on to stack all

T O—O
c) the neighbors of ‘1’(those that have Statd$) and increase the top of the stack

SET the STATUS [2-2 and STATUS [3}-2
STACK: 2,3top-2  STATUS[]= {3,2,2 1,1, 1}
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d) Pop the top node ‘3’ from the stack and decreasetdp by 1 i.e. top-1 by top—top-1 and set
STATUS [3] =3 and then push on stack to all theghkors of ‘3’ (those that have status=1) and
change the status of neighbor node of ‘3'. The m@iging node of node 3 is ‘4’ and ‘5" and
increase the top of the stack by<4efp+1
Set STATUS [4}—2 and STATUS [5}-2
STACK: 2, 4,5 top-3 STATUS []— {3, 2,3, 2, 2, 1}

e) Pop the top node ‘5’ from stack and decrease top ibg. top—2 by top—top-1 and set STATUS [5]
<3 and then push all neighbor of ‘5’ (those thaténhatatus =1) but in this case there is no

neighboring node of ‘5’ who have status 1.

Now STACK : 2, 4 tep2
STATUS[]=1{3,2, 3,2, 3,1}
f)  Now Pop the top node ‘4’ from the stack and de@dap by 1 i.e. top-1 by top—top-1 and set
STATUS [4] 3. Then push the neighbors node of ‘4’'(those thaelstatus =1).
STACK: 2, top-1 STATUS[]={3,2, 3, 3, 3, 1}

Pop the top node ‘2’ from the stack and decreaséd by 1 i.e. top-0 by top—top-1 Set STATUS [2]
<3 and push the neighbor node of ‘2’ (those thattstatus 1) but there

g) is no neighboring node of ‘6’ who have status 1.
STACK:® top—0 STATUS[]=1{3,3,3,3,3,1}

The STACK is now empty and every node in SUS [ ]

is not 3
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Step#7(b)Reject this sub graph. It is not a spanning tree
EXPERIMENTAL RESULTS

Authors have applied the proposed algorithm to isdweetworks taken from the literature of varied
complexities, and verified the reliability obtainbgt other researchers. Experimental results onrakve
networks taken for this study from the publishedrkvdAmong them, the results of comparison all
spanning trees for few networks (shown in Figufe-5Figure 5.7) [12, 13] are provided in Table th1
show the efficacy of the algorithm and proposedmievork to evaluate global reliability using
connectivity criterion. Besides, Table 5.1 alsoviules the enumeration time of each network with
reliability.

FIGURE 5.5:8N13L FIGURE 5.6:9N14L
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S.N. Network | Number of | Algorithm[14] Proposed all-terminal
Spanning Algorithm Reliability for p
trees Computation | =0.9
(disjoint time
terms in
reliability
expression)

1 6NIL 81 (81) 4.8x10 ps 4.6x10 ps 0.993 263 229

2 7N10L 96 (96) 6.3 x10us 6.2 x10us 0.972 218 165

3 8N11L 168(168) 9.5 xIus 9.4 x10 s 0.969 699 135

4 8N12L 247(247) 1.1 xIbus 1.07 x10us 0.971 153 157

5 8N13L 576(576 1.8x1C" s 1.72 x1(*ps 0.991 942 81

6 9N14L 647(647) 5.7x1bus 5.0 x10 us 0.970 104 348
15N25L 11186¢ 0370.93 130.23 p 0.996543
16N27L 58030¢ 1599.975 789.84 n 0.980067
17N30L 2215933 11698.5 ps 78902.34 up 0.9678342

Computation time can be changed a bit depend owitihdow environment. We have tried ten times for

each benchmark and computation time in Table StHeisverage of them
CONCLUSIONS

For a full utilization of facilities available inng system, a simple and efficient method for
enumeration of all spanning trees has been prop@iseévaluating the global reliability of sensor
networks. The proposed method is conceptually sngud computationally efficient for all-terminal
reliability evaluation of large complex sensor netks and requires less computer memory and
computational efforts as compared to other spanhiegs based existing methods. Moreover, all
methods of reliability computation are known todmnputationally intractable or NP-hard, which make

it difficult to compare the technique from the astpaf time or memory complexity.
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